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Q1: What is the different between windows server 2019 and windows O.s?

Purpose Designed for personal computers, laptops, and Designed for servers and data centers, focusing on
other devices, prioritizing user compatibility with a providing network services, managing resources,
wide range of applications. and supporting enterprise-level applications.

Features Oriented towards individual user tasks, including a Includes features optimized for server roles such
GUI, personalization options, entertainment apps, as Active Directory Domain Services, DHCP, DNS,
productivity tools, gaming support, and security Hyper-V virtualization, and more.
features.

Licensing Usually licensed per device, with editions like Licensed per physical processor or virtual
Home, Pro, and Enterprise, etc. machine, with options for Standard and

Datacenter editions, priced for enterprise.

Support and Receives regular updates, including feature Receives long-term support with regular security

Updates updates and security patches, with mainstream updates and patches, with extended support
support typically lasting for several years. available as an option.

Hardware and Designed to run on a wide range of consumer- Optimized for server hardware configurations,

Performance grade hardware.. supporting high-performance computing



Q: What are benefits of windows server for networking administrates?

1. Centralized management of network services such as Active Directory, DNS, DHCP, and file
sharing.

2. Enhanced security features including role-based access control (RBAC), Windows Defender,
and encryption capabilities.

Scalability to support growing network infrastructures and increased workloads.

4. Integration with cloud services and hybrid cloud environments through features like Azure
Active Directory and Azure Backup.

5. Simplified administration through remote management tools like Windows Admin Center
and PowerShell scripting.

6. High availability and fault tolerance with features such as failover clustering and Network
Load Balancing (NLB).



Computer specifications to install win server 2019

ITEM MINIMUM RECOMMENDED

Processor Any Intel 1GHz or higher Intel 2GHz or higher, Dual core, 64-hbit
Memory (RAM) 8GB 2GE or higher

Operating System Windows 7 Windows 7, 64-bit or higher

Storage Configuration | 50GE, RAID O 100GE, RAID 1

Metworking 10/100 MB Gigabit, Dual interfaces

Net Framework 3.5 4.5




Q: Explain the idea of virtualization operating system?

A virtualization operating system allows multiple virtual machines (VMs) to run on a
single physical server, effectively abstracting the hardware from the operating
system. This enables better resource utilization, improved scalability, and easier
management of IT infrastructure by consolidating multiple virtual environments
onto a single physical machine.

What Is a Hypervisor?

il
i

Hardware/OS Hypervisor

Virtualized operating



Types of Hypervisor

APP | | APP | | APP
0S OS OS
APP | | APP | | APP
0S 0S 0S Hypervisor
Hypervisor Operating System
Hardware Hardware

Typel Hypervisor Type2 Hypervisor



= Microsoft VMware
Automation Orchestrator vCenter Orchestrator
Service Mgmt. Service Manager vCloud Automation Center
Protection Data Protection Manager vSphere Data Protection
\ilelglite]flgle Operations Manager vCenter Ops Mgmt. Suite
Self-Service App Controller vCloud Director
VM Management Virtual Machine Manager vCenter Server
Hypervisor Hyper-V vSphere Hypervisor




Installing links:

Windowle
https://drive.google.com/file/d/10N8diVI-tDw1hcTKdbueOgsPywHp5bFj/view

Windows Server 2019
https://drive.google.com/file/d/119aUuU29PL6a0YqjxgErfaYP66NFVD-g/view

VMware Workstation 17.0.2 Pro
https://drive.google.com/file/d/1oNMqgqi-7amMal39cLXx70bBSWplLyBImh/view



https://drive.google.com/file/d/1ON8diVl-tDw1hcTKdbue0gsPywHp5bFj/view
https://drive.google.com/file/d/1I9aUuU29PL6a0YqjxqErfqYP66NFVD-g/view
https://drive.google.com/file/d/1oNMqqi-7amMaL39cLXx70bBSWpLyBlmh/view

== Windows Server 2019

Windows Server 2019 will be available in Datacenter, Standard, and Essentials editions

Windows Server 2019 Focused on

» Hyper-converged Infrastructure (HCI)
* Application Platform

« Hybrid

*  Security



Windows Server 2019 feature differentiation

Core functionahity of Windows Server Yes Yes
OSEs / Windows Server containers with Hyper-V isolation) Uniimited 2
Windows Server containers without Hyper-V isolation Unlimited Unimited
Host Guardian Semvice Yes Yes
Storage features including Storage Spaces Direct and Storage Replica Yes No
Shielded Virtual Machines Yes No
Networking stack Yes No




Windows Server 2019 Training
02 - How to Install Windows Server 2019 GUI (Desktop
Experience)

Bm Windows Server 2019

Processor: Minimum: 1.4 GHz 64-bit Processor
RAMLMinimum: 512 MB
Disk Space: Minimum: 32 GB

Windows Server 2019 will be available in Datacenter, Standard, and Essentials editions

« GUI
* Core
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Creating Active Directory: add serveries then configure it
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In Active Directory of 2019, what is the different
between: domain and domain Controller?

* Domain: is a logical grouping of network resources (such as computers, users, printers, and other
objects) that share a common directory database. In Windows Server environments, Active
Directory Domain Services (AD DS) is used to manage and organize these resources within a
domain. A domain provides centralized authentication and authorization services, allowing users
to log in to the network and access resources using their domain credentials.

* Domain Controllers: Domain Controllers (DCs) are servers that host the Active Directory database
and provide authentication and authorization services within a domain. Each domain must have
at least one domain controller, which is responsible for processing logon requests, maintaining
the directory database, replicating changes to other domain controllers, and enforcing security
policies.

 Domain represents a logical grouping of network resources, while domain controllers are the
servers responsible for hosting and managing the Active Directory database and providing
essential directory services within that domain.
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@ f Add Roles and Features Wizard
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This wizard heips you install roles, role senvices, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or

hosting a website

To remove roles, role services, or features:

Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured

* The most current security updates from Windows Update are instalied

If you must verify that any of the preceding prerequisites have been completed, close the wizard

complete the steps, and then run the wizard again.

To continue, click Next
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Add Roles and Features Wizard - 0 X ~ [ l'

Manage lools View Help
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\

DESTINATION SERVE
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i Select the installation type. You can install roles and features on a running physical computer or virtual
3 machine, or on an offline virtual hard disk (VHD)

[

g Carvar Salaciion ¢ Role-based or feature-based installation

Configure a single server by adding roles, role services, and features

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-basad
or session-based desktop deployment
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i Add Roles and Features Wizard - 0 X

DESTINATION SERVER

Select destination server 5019
Rafors Yo Raain Select a server or a virtual hard disk on which to install roles and features.
nstaliation Type o) Select a server from the server pool

Select a virtual hard disk

&5 Server Pool

Filter: { J

Name P Address Dperating Syster

PDC19 192.168.1.2 Microsoft Windows Server 2019 Datacenter

Hide

1 Computer{s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

Servers
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Active Directory Domain Senvices
Active Directory Federation Services
Active Directory Lightweight Directory Services

| Actrve Directory Rights Management Services

Device Health Attestation

| DHCP Server

| File and Storage Services

| CiNS Server

Fax Server
1 of 12 installed)
Host Guardian Service

Hyper-V

| Network Controller

] Metwork Policy and Access Services

Print and Document Services

| Remote Access

Remote Desktop Sernces

|| Violume Activation Sennces
] Web Server (II5)

| Windows Deployment Services

— Select one or more roles to install on the selected server.

Description

Active Directory Cartificate Services
(AL L5) 15 used to create
certification authorities and related
role semaces that allow you 1o issLe
and manage certificates used in a
vanety of applications
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Manage lools View Help

gl [ L - A = DESTINATION SERVER
SeieCl Server role:s POC19
| — A ! x

e [ Add Roles and Features Wizard X

Select on

Roles Add features that are required for Active Directory
o  Domain Services? bin Sesvices
~N

Server Roles A ption about
Al You cannot install Active Dwrectory Domain Services unless the k and makes
A following role services or features are also installed ble to users
; rators. AD DS
A v g2 n \
o [Tools] Group Policy Management Irs to give
o 4 Remote Server Administration Tools jo permitted
o 4 Role Administration Tools n the network
3 4 AD DS and AD LDS Tools P process
" F Active Directory module for Windows PowerShell

H 4 AD DS Tools
M

Hide

Y| ¥ Include management tools (if applicable)

4 Add ‘[;;tu res Cancel 1

Cancel | )ageability

Events Events Events
Performance - Services Services
BPA results Performance Performance

BPA results BPA results

l 2/14/2022 611 PM 2/14/2022 611 PM




Tools View Help

DESTINATION SERVER

server x'(’)‘r:'i‘ POCI9

Select one or more roles to install on the selected server

nstaliation Type Roles Description

Active Directory Domain Services

(] Active Directory Certificate Services :
w) m (AD DS) stores information about

r » 14 e el Y L
Active Directory Federation Services objects on the network and makes

(] Active Directory Lightweight Directory Services this information available to users
D DS (] Active Directory Rights Management Services and network administrators, AD DS
uses domain controllers to give

SR |_] Device Health Attestation
e T network users access to permitted

b DHCP Server
resources anywhere on the network

| DNS Server
Fax Server through a single logon process

|B] File and Storage Services (1 of 12 installed)
[ ] Host Guardian Service

Hyper-V

] Network Controller
Network Policy and Access Services
Print and Document Services
Remote Access
Remote Desktop Services
Volume Activation Services
Web Server (I1S)
Windows Deployment Services
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s Add Roles and Features Wizard - O X ~ | r

Manage Tools View Help

Calart Lo DESTINATION SERVER
SeleCt reatures POC19

¥ Select one or more features to install on the selected server,
nstallation Type Features Description

BRI NET Framework 3.5 Features NET Framework 3.5 combines the

(@] NET Framework 4.7 Features (2 of 7 installed) power of the NET Framework 2.0
[_] Background Intelligent Transfer Service (BITS) APis with new te:nnolog'es‘fc.'
building applications that offer

|_J BitLocker Drive Encryption

D DS 1 BitLocker Network Unlock appealing user interfaces, protect

("] BranchCache your customers personal identity

Co ato 1 Chient for NFS nformation, enable seamless and

] Containers secure communication, and provide
Data Center Bridging the ability to model a range of

(] Direct Play business processes

| Enhanced Storage

|| Failover Clustering

(V] Group Policy Management

(] Host Guardian Hyper-V Support

1/O Quality of Service

IIS Hostable Web Core

Internet Printing Client

| IP Address Management (IPAM) Server
1SNS Server service
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M Add Roles and Features Wizard

l }' Manage Tools View

Active Directory Domain Services

< Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
shanng and collaboration between users

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
instalied, you will be prompted to install the DNS Server role on this machine.

~anfirmation
0 atio

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web
apps.

Lgarm more ab

Hide

Configure Office 365 with Az
N _
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| <Previous | | Next> wi || Concel | )ageabilty
= Events =T Events ‘Events
Performance - Services Pl Services
BPA results Performance Performance

BPA results BPA results




i Add Roles and Features Wizard

Confirmation

S

o install the following roles, role services, or features o

-

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page becau

been selected automatically. If you do not want to install these optional features, click Previo

their check boxes

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools

Active Directory module for Windows PowerShell

v

AD DS Tools
Active Directory Administrative Center

AD DS Snap-ins and Command-Line Tools
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Performance
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Performance
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View installation progress

o Starting installation

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD D5 Snap-ins and Command-Line Tools

You can close this wizard without interrupting runining tasks. View task progress or open this

L COMguranon

Events Events
Performance Services
BPA results Performance

BPA results

page again by clicking Notifications in the command bar, and then Task Deta
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fiu Add Roles and Features Wizard

View installation progress

o Feature installation

Active Directory Domain Services
Additional steps are required to make this machine a domain controller

»

(

(
—
s

«
)

Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.
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Server Manager * Dashboard
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Server Manager * Dashboard @ | ['A Manage Tools View  Help
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