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categories of Attacks

• In an Information Security context there are 4 
broad based categories of attacks:

• Fabrication

• Interception

• Interruption

• Modification
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INTERRUPTION 
• An asset of the system is destroyed or 

becomes unavailable or unusable. It is an 
attack on availability. 

Examples: 

• Destruction of some hardware 

• Jamming wireless signals 

• Disabling file management systems 
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INTERCEPTION
• An unauthorized party gains access to an asset. 

Attack on confidentiality. 

Examples: 

• Wire tapping to capture data in a network. 

• Illicitly copying data or programs 

• Eavesdropping 
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MODIFICATION
• When an unauthorized party gains access and 

tampers an asset. Attack is on Integrity. 

Examples: 

• Changing data file 

• Altering a program and the contents of a message

5



FABRICATION 
• An unauthorized party inserts a counterfeit object into the 

system. Attack on Authenticity. Also called impersonation 

Examples: 

• Hackers gaining access to a personal email and sending 

message 

• Insertion of records in data files 

• Insertion of spurious messages in a network 
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Cryptography
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 Cryptography(Cryptosystem) word comes from

two Greek words meaning “Secret Writing”, it is

an art and science of concealing meaning.



Interceptor (Intruder):
• The interceptor (intruder) try to do one or more of the

following:

1. Block the message, by preventing its reaching
recipient, thereby affecting the availability of the
message.

2. Intercept the message, by reading or listening to the
message, thereby affecting the confidentiality of the
message.

3. Modify the message, by seizing the message and
changing it in some way, affecting the message‘s
integrity.

4. Fabricate an authentic-looking message, arranging
for it to be delivered as if it came from the sender,
thereby also affecting the integrity of the message.
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What is a Cipher?

• A cipher is simply a method for encrypting and decrypting messages.

• The original data is known as plaintext, and the result of encryption

is ciphertext.

• The encryption and decryption rules, called algorithms.

• A system for encryption and decryption is called a cryptosystem

• A key is used to configure a cryptosystem for encryption and decryption.

• In symmetric cipher (secret key) the same key is used to encrypt and to

decrypt. because the only key is copy or share by another

party to decrypt the cipher text. It is faster than the public

key cryptography.
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What is a cipher? Cont.

• There is also a concept of public key cryptography where the

encryption and decryption keys are different.

• Since different keys are used, it’s possible to make the

encryption key public. In public key crypto, the encryption

key is appropriately known as the public key, whereas the

decryption key, which must remain secret, is the private key

(secret key). the key is known as Asymmetric key.
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C ciphertext) massage)

P   plaintext 

E [K, P] encryption of P using key K 

D  [K,C] decryption of C using key K

Confusion:  it is a technique for ensuring that 

ciphertext has no clue about the original message. 

Diffusion: it increases the redundancy of the 

plaintext by spreading it across rows and columns.  

The Vernam Cipher is based on the principle 

that each plaintext character from a message 

is 'mixed' with one character from a key 

stream. If a truly random key stream is used, 

the result will be a truly 'random' ciphertext 

which bears no relation to the original 

plaintext



Cryptography
Procedures of the basic  Cryptography 

• 1-Alice and Bob agree on a pair of keys (K).

• 2- Alice encrypts (E) a message (M) and sends it 

to Bob.

• 3-An adversary Eve will try to get the ciphertext 

(C) and crack it to open.

• 4-Bob will decrypt  (D) the ciphertext (C) 

received from Alice by the agreed (k).
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Encryption Algorithms

• The cryptosystem involves a set of rules for how to encrypt the message

(plaintext) and how to decrypt the ciphertext. The encryption and

decryption rules, called algorithms

• These algorithms often use a device called a key (K). 

• The ciphertext depends on the original message, the algorithm, and the

key value.

• Some encryption algorithms are keyless but that keyed encryptions are

more difficult to break.
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Encryption Algorithms         cont.

• If encryption and decryption keys are the same, this form is

called symmetric encryption because encryption and

decryption are mirror-image processes.

• If encryption and decryption keys come in pairs. Then, a

decryption key, inverts the encryption key. Encryption

algorithms of this form are called asymmetric.

• because converting ciphertext back to the original message

involves a series of steps and a key that are different from

the steps converting original message to ciphertext.
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Encryption Algorithms         cont.
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